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Tém tit

Trong boi canh nganh van tai bién phu thudc lom
vao Hé théng Vé tinh Din dwong Toan cdu
(GNSS) dé thu thip dir liéu vé Vi tri, Piéu huwdng
va Thoi gian (PNT), ban thao nay phdn tich céc 16
héng an ninh mang phdt sinh do tin hiéu vé tinh
Yéu va dé bi ton thwong. Cu thé, nghién citu lam
6 co ché hoat dong cua hai moéi de doa voé tuyén
nguy hiém nhdt hién nay la gdy nhiéu lam mat
hoan toan kha nang dinh vi va gia mao danh lira
mady thu dé thao ting toa d¢ va thoi gian ciia tau.
Nhitng riii ro nay tric tiép de doa dén an toan
hang hdi va sy phdt trién cia cong nghé tau tu
hanh (MASS).

Pé ing phé, bai viét ra sodt cdc khung quan 1y riii
ro tie Té chike Hang hai Quéc té va dé xudt hwong
di chién lwge nham xdy dyung nén tang PNT ¢6 kha
ning phuc hoi. Cdc giai phdp cong nghé trong
tam bao gom hé thong dinh vi di phong (nhw STL,
eLoran), cong nghé bao vé may thu bang dng-ten
mang thich ung, cung cdc cong nghé dot pha
twong lai hoan toan doc lap voi vé tinh nhu quang
hoc laser va dinh vi luong tir. Nghién cuu két ludn
rang viéc dp dung mét kién triic phong thi theo
chiéu sau la yéu to then chot dé dam bdo an ninh
tuyét doi cho chudi cung ieng hang hai todn cau.
Tw kh('la: An ninh mang hang hai, {-Ié théng Ve
tinh Dan dwong Toan cdy, Gay nhieu, Gia mao,
PNT ¢6 kha nang phuc ho.

Abstract

In the context of the maritime industry's heavy
reliance on the Global Navigation Satellite System
(GNSS) to acquire Position, Navigation, and Time
(PNT) data, this manuscript analyzes the
cybersecurity vulnerabilities arising from weak
and vulnerable satellite signals. Specifically, the

research clarifies the operating mechanisms of the

two most dangerous radio threats today: jamming,

which causes a complete loss of positioning
capabilities, and spoofing, which deceives the
receiver to manipulate the ship's coordinates and
time. These risks directly threaten maritime safety
and the development of Maritime Autonomous
Surface Ships (MASS) technology.

In response, the article reviews risk management
frameworks from the International Maritime
Organization (IMO) and proposes strategic
directions to build a Resilient PNT foundation.
Key technological solutions include backup
positioning systems (such as STL, eLoran),
receiver protection technologies using adaptive
antenna arrays, as well as future breakthrough
technologies entirely independent of satellites,
such as laser optics and quantum navigation. The
study concludes that the implementation of a
defense-in-depth architecture is the key factor in
ensuring absolute security for the global maritime
supply chain.

Keywords: Maritime Cyber Security, GNSS,
Jamming, Spoofing, Resilient PNT.

1. Mé dau

Trong bdi canh toan cau hoa va cudc cach mang
cong nghiép 1an thir tw, nganh vén tai bién tiép tuc
khing dinh vai tro 1a xwong séng cia nén kinh té thé
gidi. Viéc dam bao céc tiéu chuin hang hai khét khe
khong chi quyét dinh su an toan cua con tau, thuyén
bd va hang hoéa ma con dong vai tro sdng con trong
viéc bao v€ mdi truong bién. Hién nay, hoat dong
thuong mai hang hai va quan sy phu thudc rat 1on vao
Hé théng Vé tinh Din duong Toan cdu (Global
Navigation Satellite System - GNSS), bao gdm GPS
(M), GLONASS (Nga), BeiDou (Trung Qudc) va
Galileo (Chau Au), nham thu thap dir liéu vé Vi tri,
Diéu hudng va Thoi gian (Position, Navigation, and
Time - PNT). Dit liéu PNT cho phép céc thiét bi thu
trén tau xac dinh vi tri véi d§ chinh x4ac cao, tao 1ap

SO 87 (07-2026)



TAPCHI  ISSN: 1859-316X, e4SSN: 3093-3161
g z
KHOA HOC CONG NGHE HANG HAI

-JOURNAL OF MARINE SCIENCE AND TECHN(

kha nang dinh hudng hanh trinh va dong bo héa thoi
gian tuyét d6i. Hiéu sudt cua cac hé théng GNSS dugc
danh gia qua bon tiéu chi cbt 16i: do chinh xac
(accuracy), tinh toan ven (integrity), tinh lién tuc
(continuity) va tinh sin sang (availability).

Tuy nhién, sy phu thudc tuyét di vao nén tang k§
thuat s va két ndi vé tinh da lam boc 10 nhiing 16 hong
an ninh mang nghiém trong. Tin hi¢u GNSS phat ra tir
vé tinh c6 cong suat tuong d6i thap, khién chung dé bi
t6n thuong trude cac ngudn nhiu song di 1a yéu nhat.
Su phat trién cua cic cong nghé tac chién dién tir
(Electronic Warfare - EW) tur cac tac nhan nha nudc
va phi qudc gia da bién viéc vo hiéu héa hodc can
thiép dir liéu PNT thanh mot mdi de doa chién luoc
mang tinh dot pha. Cac hanh vi can thiép nay de doa
tryc tiép dén an toan hang hai toan cau, hé thong tai
chinh, chudi cung tng logistics va mang lu6i thong
tin lién lac. Trong d6, hai hinh thtrc tAn cong phé bién
va nguy hiém nhit 12 gay nhidu (jamming) va gia mao
(spoofing).

Gay nhiéu 13 viéc st dung séng vo tuyén ¢ cudong
d6 manh dé ap dao tin hiéu GNSS yéu, khién thiét b
thu mét kha nang theo ddi tin hiéu xac thyc va din dén
mat kha niang dinh vi. Tinh vi hon, tin céng gia mao
(spoofing) lién quan dén viéc phat song cac tin hiéu
GNSS gia mao nhung ¢ ciu tric gidng hét tin hiéu
that nham déanh lira thiét bi thu. K¢ tin cong co thé
thao tang dir liéu dé hé thong cua tau tin rang nd dang
& mot vi tri hodc mot thai diém hoan toan khéc so voi
thuc té. Su phuc tap cua gia mao con dugc thé hién
qua cac k¥ thudt nhu gia mao phép do (measurement
spoofing), thay doi thoi gian hodc tan sb dén cua tin
hiéu va gia mao dir liéu (data spoofing) can thiép vao
dir liéu k¥ thuat s6 dugc hé théng st dung dé tinh toan
PNT. Dic biét, k¥ thudt tin cong "carry-off" cho phép
ké thu df”)ng bd hoéa tin hiéu gia voi tin hi¢u that, sau
d6 tang dan cong suét dé chiém quyén kiém soat thiét
bi thu ctia tau mot cach vo hinh.

Trong nhiing nam gan déy, viéc vii khi hoa tin hiéu
hang hai da tré thanh mét hién tugng dia chinh tri
dang bao dong. Cac cudng qudc trén thé gioi dang tich
hop nang lyc tac chién dién ttr vao chién lugc an ninh
mang dé chdi bo, 1am suy giam hodc thao ting khong
gian thong tin. Pon cir, hé thong thao ting GPS d tao
ra cac "vong tron gid mao" (spoofing circles) tai cac
cang dau chién lugc, lam sai 1éch dir liéu Hé théng
Nhan dang Ty dong (AIS) cua tau thuong mai nham
che gi4u viéc nhap khau dau trai phép. Pong thoi, cac
doi tau c4 cling thuong xuyén tit hodc gia mao tin hiéu
AIS dé thyc hién cac hoat dong danh bét bat hop phap,
khong bdo cdo va khong duogc quan ly (IUU) tai céc
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khu vuc bao ton bién. Tai Trung Pong, c¢6 luc lugng
da sir dung thiét bi gay nhidu GPS va gia mao lién lac
vO tuyén tai khu vuc eo bién Hormuz dé dan du cac
tau thuong mai di lac vao 1anh hai, tr d6 tao cé bét
gili tau, nhu trong sy kién cua tau Stena Impero.
Tuong tu, viée trién khai nang luc gia mao GNSS,
khong chi dé bao vé céac co s6 chién lugce va cac yéu
nhan ma con tng dung trong cac ving chién sy nham
tir chdi khong phan va ap ché thiét bi dién tir dan sy
cling nhu quan su.

Tir goc d phap 1y qudc té, cac hanh vi gay nhidu
va gid mao vi pham nghiém trong cac cong udc hién
hanh. Quy ché V6 tuyén cta Lién minh Vién thong
Qudc té (ITU) nghiém ciAm moi tram vo tuyén thuc
hién cic hanh vi gdy nhiéu c6 hai (harmful
interference), dong thoi cdm phat cac tin hiéu sai léch,
gdy nham 1an hodc khong c6 nhan dang. Viéc giy
nhiéu hodc gia mao tin hiéu lam gidn doan nghiém
trong dich vy an toan hang hai va vo tuyén, de doa su
an toan ctia sinh mang con ngudi trén bién. Nham tmg
pho véi thyc trang nay, T6 chirc Hang hai Qudc té
(IMO) di thong qua Nghi quyét MSC.428(98), chinh
thirc yéu cau cac bén lién quan phai tich hop quan 1y
rtii ro khong gian mang vao hé thong quan 1y an toan
cua tau. Cung véi d6, IMO ciing ban hanh Huéng dan
Quan Iy Rui ro Khong gian mang Hang hai, thiét 1ap
khuén khé dua trén nam yéu td chire nang: Nhan dang,
Bao vé, Phat hién, Ung pho va Phuc hoi (Identify,
Protect, Detect, Respond, Recover). Ngoai ra, cac tiéu
chudn hiéu suit cho thiét bi thu v6 tuyén da hé thong
ciing duge IMO thiét 1ap nham ting kha ning chong
nhidu va cung cap dir liéu PNT c6 d¢ tin cdy cao.

Sy xuét hién cua cong ngh¢ tau ty hanh mat nudce
(Maritime Autonomous Surface Ships - MASS) cang
lam tang tinh cép thiét ctia viéc bao vé tin hiéu PNT.
Cac tau tu hanh, dac biét 1a & cép d6 tu chu cao, phu
thugc hoan toan vao cac trung tdm van hanh tr xa
(ROCs) va cac thuat toan Tri tué Nhan tao (AI) dé dua
ra quyét dinh diéu hudéng thay cho con ngudi. Néu tin
hiéu didu hudng bi tn cong, su sai 1éch dit liéu s& dan
dén nguy co va cham hodc tham hoa méi trudng
nghiém trong.

Dura trén bdi canh néu trén, nghién ctru ndy duoc
thuc hién nham muc dich hé théng héa va phan tich
chuyén sau vé ban chét, co ché hoat ddng ctia cac mbi
de doa gay nhiéu va gia mao tin hiéu GNSS trong
nganh hang hai. Bai bio s& danh gi4 16 hong cua cac
hé théng dinh vi hién tai dudi tac dong cla chién tranh
dién tir, dong thoi ra soat khung phap 1y quéc té
(UNCLOS, ITU, IMO) dang duoc ap dung dé quan ly
riii ro. Trong tAm ciia nghién ctru 1a dé xudt va phén




Chinh sach, Luat bién va rng dung hang hai

tich cac giai phap cong nghé tién tién nhim xay dyng
nén tang PNT c6 kha nang phuc hdi (Resilient PNT).
Céc giai phap nay bao gdm viéc ing dung cong nghé
Thoi gian va Vi tri V¢ tinh (STL), thiét bi hd trg do
luong quan tinh (IMU), ang-ten mang thich Gng triét
tiéu nhidu, cong nghé quang hoc laser, va dic biét 1a
hé théng diéu hudng lugng tir (quantum navigation)
hoan toan dgc 1ap vaéi v¢ tinh. Qua do, nghién ctru ky
vong dong gép co so 1y luan va thyc tién thiét thuc
nham dam bao sy phat trién bén viing va an ninh, an
toan tuyét dbi cho chudi cung g hang hai toan cau
trong ky nguyén sb.

2. Ban chit cia Gay nhiéu (Jamming) va Gia
mao (Spoofing) tin hi¢u dinh vij

Su an toan va hi€u qua cta cac hoat dong thuong
mai hang hai hién dai phu thudc gén nhu tuyét ddi vao
Hé théng Vé tinh Dan duong Toan cau (GNSS) nhu
GPS, GLONASS, BeiDou va Galileo. GNSS cung cp
dich vu cbt 161 v& Vi tri, Diéu huéng va Thoi gian
(PNT). Hiéu suit cia GNSS duoc danh gia dua trén
bon tiéu chi nén tang: d§ chinh xac, tinh toan ven, tinh
lién tuc va tinh sin sang.

Tuy nhién, do khoang céch truyén xa tir khong gian,
tin hiéu GNSS khi dén bé mat Trai Dat co cong sudt rat
thap. Piém yéu vat Iy nay khién hé théng may thu trén
tau bién vo cing d& bi ton thuong trudc cac ngudn
nhiéu séng (RF waveforms) tir cc tac nhan bén ngoai.
Su can thi¢p nay, thuong dugce thyc hién thong qua
cong nghé tac chién dién tir (EW), dang ndi 1én nhu mot
mébi de doa chién lugc mang tinh pha hoai ddi véi an
toan hang hai toan cau. Hai hinh thtrc can thiép phd bién
va nguy hiém nhat 14 gay nhiu va gia mao.

2.1. Ky thudt gdy nhiéu tin hi¢u (Jamming)

Gay nhiéu 13 hinh thuc tin cong duya trén viéc phat
ra cac dai song vo tuyén co cuong d6 manh tai cing
dai tAn sb ma hé théng GNSS su dung. Muc tiéu cua
gdy nhiéu 13 4p dao hoan toan tin hiéu vé tinh yéu 6t,
tir d6 1am suy giam hodc tir chdi hoan toan kha ning
hoat dong cuia may thu GNSS trén tau.

Trong thuc tién, tin tic thudng sir dung ky thuat
"gay nhiéu ap dao" (brute force jamming), tao ra cac
tin hiéu nhiu loan gidng nhu tiéng on tring (noise-
like signals) dé ngan chin may thu bam sat cac tin hiéu
xéc thyc. Cac thiét bi gy nhidu rat da dang, c6 thé 1a
céc hé thong tac chién dién tir cap quan sy hodc chi
don gian la cac Thiét bi Bao vé Ca nhan (Personal
Protection Devices - PPDs) c6 kha nang phat séng vo
tuyén. Khi bj tdn cong gay nhidu, hé thdng dinh vi cua
tau s& bo 16i mat tin hiéu hoan toan, khién tau bj "mu"
dinh vi va phai chuyén sang cac phwong phap hang
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hai thu cong.
2.2. Ky thudt Gia mao tin hi¢u (Spoofing)

Khac véi gy nhidu mang tinh chét pha hoai truc
tiép, tn cong gia mao tinh vi, phirc tap va nguy hiém
hon rét nhiéu. Thay vi cit dut hoan toan tin hiéu, thu
pham s& phat ra cac tin hiéu gia mao ¢ ciu trac giéng
hét tin hi¢u GNSS that hoac phat lai cac tin hiéu xac
thuc da dugc ghi lai tr mot khong gian hodc thoi gian
khac. K¥ thuat nay lira may thu GNSS tin rang tau
dang & moét vi tri khac véi thuc té, hodc & dang vi tri
d6 nhung vao mot mbc thoi gian khac.

Vé mit hoc thuét, gia mao dugc chia thanh ba
phuong thirc tin cong ki thuat s6 chinh:

Gid mao phép do (Measurement spoofing): Ké tin
cong can thiép vat 1y vao song vo tuyén, khién may
thu muc tiéu tao ra cac phép do sai 1éch vé thoi gian
truyén tin hiéu (time of arrival) hodc tan s6 dén, tir d6
lam sai 1éch toa d¢ tinh toan.

Gid mao dir liéu (Data spoofing): Ké tin cong
tiém nhiém dir liéu ky thuat sb sai léch vao may thu
muc tiéu, lam sai 1éch thuat toan xu ly dir liéu PNT
bt 16i cua tau.

Tan cong "mang di" (Carry-off attack): Pay 1a ky
thuat vo hinh va nguy hiém nhét. Ké tin cong bét dau
bang viéc phat song cac tin hiéu gia mao déng bd hoan
toan véi tin hi¢u that ma may thu dang bét duoc. Sau do,
chiing tang din cong sudt ctia tin hiéu gia dé chiém quyén
kiém soat may thu. Khi hé thong cua tau da "bam" vao
tin hiéu gia, ké tAn cong tir tir thao ting dit liéu dé béo
cao vi tri chéch hudng dan so véi quy dao thyc.

Viéc str dung cac ky thuat nay khong chi de doa
sinh mang trén bién ma con vi pham nghiém trong luat
phap qubc té. Pidu 15 ciua Quy ché Vo tuyén thude
Lién minh Vién thong Qudc té (ITU) cdm hoan toan
cac dai phat thyc hién cac hanh vi truyén tin hiéu
khong can thiét, truyén tin hiéu du thira, phat tin hiéu
sai léch, gay nham 13n hodc khong c6 nhan dang nhim
gdy can thiép c6 hai (harmful interference) dén céac
dich vu v6 tuyén va hang hai. Du bi cdm, su trdi dy
ctia EW khién cac vu gia mao va gy nhidu dang tro
thanh ving xam an ninh can dugc T6 chirc Hang hai
Qudc té& (IMO) va cac cuong qudc hang hai khan
truong giai quyét.

S6 lugng cic cudc tan cong khong gian mang
nham vao nganh vén tai bién qubc té da gia ting dang
ké, tir 0 vy vao nim 2003 1én 3 vu vao nam 2013 va
cham méc 64 vu vao nam 2023. Cac cudc tn cong
nay chi yéu thong qua viée can thiép vao Hé théng Vé
tinh Dan dudng Toan cau (GNSS) va Hé théng Nhén
dang Tu dong (AIS).
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Bing 1. Bing phén tich so sinh béin chét Giy nhiéu va Gid mao

Tiéu chi GAy nhiéu (Jamming) Gia mao (Spoofing)
Co ché hoat Ap déo tin hiéu bing song vo tuyén  Déanh lira may thu bing cach phat tin hiéu GNSS gia
dong cong sudt cao cing tan s. mao hodc ghi am/phat lai tin hiéu that.
B T chéi dich vu (Denial of Service), Thao tiing toa do, din du tau di chéch huéng hoic sai
Muc dich

lam mit kha ning dinh vi.
Déu hiéu nhén

biét trén tau théng mét két ndi vé tinh.

Phan loai kj Géay nhifu 4p diéo (Brute force
thuit jamming).

Thiét bi thue ) i o

hié May phé song quan su, thiét bi PPDs.
ién

Mt tin hiéu hoan toan, bao dong hé

1éch thoi gian.

Hé théng van bdo nhén tin hiéu tdt nhung toa do/thoi
gian thuc té bi sai 1éch. R4t kho phat hién.

Gia mao phép do, gia mao dir lidu, tdn cong dan du
(Carry-off).

Can thiét bi gia lap tin hiéu va phin mém tinh ton

thudt toan phirc tap (thudng cép qubc gia).

3. Khung quan Iy rii ro va cac sang kién quéc té
Dé dbi pho véi su gia tang ctia cac mdi de doa khong
gian mang nhdm vao cac hé théng dinh vi va hang hai,
cong dong qudc té da thiét 1ap cac khudn khd quan 1y rii
ro da tang, bao gdm sy can thiép ciia T6 chirc Hang hai
Quéc té (IMO), cac sang kién tir nganh cong nghiép va
céc chinh sach phong vé qudc gia.
3.1. Céc sdng kién ciia Té chitc Hang hdi Quéc
té (IMO)

IMO déng vai trd tién phong trong viéc thiét 1ap
c4c tiéu chuan an toan an ninh mang trén bién. Nam
2017, Uy ban An toan Hang hai (MSC) da thong qua
Nghi quyét MSC.428(98) nhim néng cao nhén thirc
vé cac mbi de doa, 16 hong rui ro khong gian mang va
khuyén khich cic co quan quan Iy dam bao ring rui ro
khong gian mang dugc xir Iy thich hop trong hé thdng
quan ly an toan cua tau. Bén canh do6, IMO ciling ban
hanh Huéng dan Quan ly Rui ro Khong gian mang
Hang hai cung cép cac khuyén nghi cép cao dé bao vé
nganh van tai bién trudc cac mdi de doa lién quan dén
su s6 hoa, tich hop va ty dong hoa. Khudn khd quan
1y riii ro nay dugc xay dung dua trén nam yéu td chirc
nang cbt 16i dé dam bao kha nang phuc hdi hoat dong:
Nhan dang (Identify), Bao vé (Protect), Phat hién
(Detect), Phan hdi (Respond) va Phyc hdi (Recover).
Vé mit cong nghé dinh vi, IMO da thong qua Tiéu
chuan hiéu sut cho thiét bi thu v6 tuyén dao hang da
hé thong trén tau vao nim 2015. Hé thong nay cho
phép sir dung két hop tin hiéu tir hai hay nhidu hé
thdng vé tinh (GNSS), gitp cai thién dit liéu v& Vi tri,
Van tdc, Thoi gian (PVT) va ting cuong kha ning
chéng lai nhiéu séng vé tuyén c6 chu dich hodc khong
chu dich. Pén nim 2017, IMO tiép tuc phé duyét
Huéng dan xir Iy dit lieu PNT trén tau, tao ra bo
nguyén tic nham cung cép dir liéu PNT (Vi tri, Diéu
hudéng va Thoi gian) dang tin cdy, an toan va c6 kha
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nang chdng lai sy can thiép ciia cac tac nhan doc hai.
3.2. Sdng kién tir cdc t6 chivc va nganh cong
nghiép hang hdi

Nhiéu t6 chirc hang hai hang dau nhu BIMCO,
ICS, INTERCARGO, va INTERTANKO di hop tac
phat trién cac hudng dan va thyc tidn t6t nhat vé an
ninh mang trén tau. Pac biét, INTERTANKO da phat
hanh huéng dan chi tiét vé cach d6i pho véi hién
tuong gy nhidu va gia mao GNSS, yéu ciu cac hoa
tiéu thyc hién cac budc phat hién va giam thiéu rui ro
nhu:

- St dung hé théng Radar va ECDIS (Hé thong
Théng tin va Hién thi Hai d6 Dién tir) dé phat hién gia
mao khi ¢6 thé quan sat dat lién trén radar.

- Kiém tra vi tri thuong xuyén va di chiéu thong
qua phuong phap do khoang cach udce tinh (DR) hoéc
sir dung may do do sau (echo sounder) dé so sanh do
sau thuc té.

- Giam sat chat ch& cac chi sb hiéu suit chinh
(KPI) cua thiét bi thu GNSS nham phat hién su bat
thuong nhu cac bude nhay déng hd (clock jumps)
hodc sy khac biét giita ma va phép do song mang.
Nganh cong nghiép ciing d& xuét cac bién phap déi
pho cong nghé¢ cao nhu sir dung ang-ten mang thich
g (CRPA), hd trg may thu bang Hé thong Do luong
Quan tinh (IMU), cac thuét toan kiém soat hién tuong
nhay vot vi tri, va sit dung tin hi¢u E-Loran 1am h¢
thong dy phong nham phat hién can thiép.

3.3. Khung chinh sdch bdo vé ha ting dinh vi
cua Hoa Ky

Hoa Ky da trién khai mot loat cac chinh sach quéc
gia toan dién dé bao vé hé thong dinh vi khoi mbi de
doa khong gian mang. Thang 2 nam 2020, Sic 1énh
Hanh phap 13905 dugc ban hanh nhim bao vé cac
dich vu PNT, dam bdo sy gian doan hodc thao tung
PNT khéng 1am suy yéu cac co s& ha ting trong yéu
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ctia qudc gia. K& hoach Piéu huéng Vo tuyén Lién
bang (2021) ciia Hoa Ky yéu cau ngudi dung GPS
phai chuén bi sin sang cho sy gian doan bang cach ap
dung céc thiét bi chéng nhiéu va tich hgp ngudn PNT
thay thé. Pong thoi, B Qudc phong Hoa Ky dang nd
luc nang cap hé théng GPS véi tin hiéu M-code mot
loai tin hi€u quén sy dugc ma hoa va tmyén trén dai
tan rong hon, gitp ting cudng manh m& kha nang
chéng nhiéu va gia mao so véi cac thiét bi thuong mai.
Bén canh d6, K& hoach R&D Qudc gia vé Kha ning
Phyc h6i PNT va Ban ghi nhé An ninh Qudc gia
NSM-22 tap trung vao viéc thiét 1ap cac hé théng
phong thu theo chiéu sau, xdy dung cac phuong phap
phan tich tinh bao theo thoi gian thuc va quan ly rui
ro trén toan bo cac linh vuc co sd ha tﬁng trong yéu.
Cubi cung, Cuc Hang hai Hoa Ky (MARAD) thuong
xuyén ban hanh cac canh béo yéu cau cac tau thuong
mai khi gdp su ¢ gian doan GPS/GNSS phai 1ap tirc
b4o céo cho Trung tdm Didu huéng (NAVCEN) cua
Luc luong Tudn duyén Hoa Ky ciing nhu céc té chirc
giam sat hang hai khu vuc (nhw UKMTO) dé diéu tra
va xur ly kip thoi.
4. CAc giai phap cong ngh¢ giam thiéu rii ro
Su gia tang ciia cac mdi de doa khong gian mang
dbi v6i Hé théng Vé tinh Din dudng Toan cau
(GNSS) da thuc ddy nganh hang hai chuyén hudng
sang khai niém "PNT c6 kha ning phuc hoi" (Resilient
PNT). Khai niém nay 1a su két hop giira cong nghé
cung cap Vi tri, Pidu hudng va Thoi gian (PNT)
truyén thdng v6i cac cong nghé phi truyén théng va
cong nghé mai ndi nhdm phat hién, bao vé va xac thuc
céc 16 hong cia GNSS trude cac cude tan cong gy
nhidu va gia mao. Cac giai phap cong nghé giam thiéu
rui ro hién nay c6 thé dugc phén loai thanh bén nhom
chién lugc cdt 13i.
4.1. Cong nghé dinh vi dw phong va h¢é thong
thay thé phi truyén théng

Khi tin hi¢éu GNSS bi ap dao hodc thao tung, viéc
s& hitu cac hé théng doc 1ap dé ddi chiéu va thay thé
1a 16p phong thi dau tién. Noi bat trong s d6 1a cong
nghé Thoi gian va Vi tri V¢ tinh (Satellite Time and
Location - STL). STL hoat dong thong qua mang ludi
v¢ tinh Iridium, cung cép tin hiéu dugc ma hoa va co
cuong do manh hon tin hi¢u GNSS téi 1000 lf?m, gitp
hé théng c6 kha ning chdng lai ca gy nhidu va gia
mao. Mac du dd chinh xac cia STL (30-50 mét) khong
bang GNSS, nhung n6 dong vai trd 1a mot cong cu xac
thuc chéo tuyét voi dé kiém tra tinh chinh x4c cua dir
lisu GNSS. Khi dugc két hop v6i Hé théng Didu
hudéng Quan tinh (Inertial Navigation System - INS),
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STL cung cip cac cap nhat v& pham vi va hiéu ung
Doppler, giup giam thiéu do léch ciia h¢ thong quan
tinh va duy tri giai phap diéu hudng ngay ca trong
nhitng khoang thoi gian dai bi mét tin hiéu GNSS.

Bén canh do, Hé thé)ng eLoran dugc danh gia l1a
mot giai phap thay thé hoan hao nhd sy khac biét hoan
toan vé ban chét vat Iy so voi GNSS. Trong khi GNSS
su dung vi song tu khong gian voi cong suat thap,
eLoran sir dung dai tan s6 thap, phat xung cong suat
cao va dua trén cac tram phat trén mat dét. Su khac
biét nay ddng nghia vdi viée cac thiét bi pha song
dugc thiét ké dé tn cong GNSS sé& hoan toan v tac
dung dbi voi eLoran, mang lai mtc d6 phuc hdi cao
cho an toan hang hai.

bPé tu dong hoa viéc phat hién, cac Thiét bi Bao vé
Piéu hudéng (Navigation Protection Devices - NPDs)
nhu hé théng Broad Shield ctia Orolia da duoc phat
trién. Céc thiét bi nay hoat dong doc 1ap voi hé thong
diéu hudng chinh, lién tuc giam sat, phan tich tin hiéu
GNSS va giao tiép v6i man hinh ECDIS dé canh bao
ngay lap tic cho hoa ti€u khi phat hién cac dai song la
trong bang tan GNSS, hodc khi dir liéu GNSS ¢6 su
sai 1éch so v6i cac ngudn thay thé nhu STL hay eLoran.
4.2. Cong nghé bio vé mdy thu va chéng nhiéu
chu dong

IMO d3 thiét lap cac tiéu chuén hiéu sut cho thiét
bi thu vo tuyén dao hang da hé thong (multi-system
receivers) nham gia tang kha nang chdng nhidu v6 y va
¢b . Cac thiét bi nay phai c6 kha nang xu Iy tin hiéu tir
it nhat hai hé théng GNSS doc lap (nhu GPS,
GLONASS, Galileo, BeiDou) va c6 kha nang ty chu
danh gia tinh toan ven cua dir liéu. Hé thong phai dap
g céc tiéu chuan tinh toan thoi gian thuc vo cing khat
khe: cung cép dir liu PNT trong vong 5 phiit ¢ trang
thai khai dong ngudi (khong cé dir liéu lich v¢ tinh -
cold start), 1 phit & trang thai khoi dong 4m (warm
start), va chi 2 phut sau khi bi gian doan ngudn dién.
Néu mat tin hiéu hoan toan, hé thong phai tu dong xuit
ra vi tri, toc d6 va huéng di chuyén hop 1y cudi cling dé
duy tri diéu huéng tam thoi.

O goc dd phan cung, cong nghé dng-ten mang
thich ung (Adaptive antenna array), déac biét la ang-
ten c6 mo hinh thu dugc kiém soat (CRPA), dang duoc
ung dung manh mé. Mot vi du dién hinh 1a hé théng
Veripos GAJT-710MS do Hexagon phat trién. Cong
nghé nay c6 kha ning tao ra cac "diém mu" (nulls)
trong m6 hinh d6 1gi cua ang-ten, hudéng chinh xéc
vao vi tri ctia nguon phat nhidu, tir d6 triét tiéu sy can
thiép cuia song ngoai lai.
chtc nhu

Vé mat phan mém, céic t0

SO 87 (07-2026)



TAPCHI  ISSN: 1859-316X, e4SSN: 3093-3161
g z
KHOA HOC CONG NGHE HANG HAI

-JOURNAL OF MARINE SCIENCE AND TECHN(

INTERTANKO khuyén nghi sir dung thuat todn banh
da (fly-wheel algorithms) dé ngan chan hé thong
nhan dién cac budc nhay vot bét hop 1y vé vi tri va
thoi gian. Viée lién tuc giam sat cac chi sb hiéu suat
chinh (KPI) ctia may thu, chang han nhu hién tugng
nhay dong ho hodc ty 1¢ tin hiéu trén nhidu bat
thuong, két hop véi cong nghé mat ma, giup phat
hién sém céc nd lyc gia mao. O cép d6 quéan sy, Hoa
Ky dang tich hop tin hi¢u M-code cho GPS, sir dung
dai tan s6 rong hon va ma héa nang cao, cung cap
kha niang chéng nhiéu va gia mao vuot trdi cho cac
tau thuyén quéc gia.
4.3. Cong nghé dinh vi va triét tiéu nguén tin
cong

Khong chi dung lai & phong ngu, cac giai phap
cong nghé hién nay con hudng tai viéc chu dong tim
kiém va vo hiéu hoa cac thiét bi pha song. Cong ty
cong ngh¢ Zephr ciia My da thtr nghi¢ém thanh cong
mot phﬁn mém dic biét cai dat trén dién thoai di dong
thong minh nham dinh vi cac thiét bi gay nhiéu. Bang
cach thiét 1ap mot mang ludi cac thiét bi va déi chiéu
kha nang thu nhan GPS cua ching, hé théng c6 thé
phat hién thoi diém bi tan cong. Nang cao hon, cong
nghé nay cho phép tam giac dac (triangulation) vi tri
chinh x4c ciia ngudn gy nhiéu thong qua ba dir liéu
dau vao: (1) udc tinh khoang cach dua trén cong suat
song, (2) khoanh vung khu vyc bi anh huong, va (3)
do ludng goc t6i cua tin hiéu. Diéu nay cho phép cac
tau tranh xa khu vuc nguy hiém hodc cung cép toa do
dé lyc lugng chirc ning vo hiéu hda ngudn phat.
4.4. Cdac cong nghé dot pha twong lai: Quang
hoc Laser va Dinh vi Lugng tir

Dé loai bo hoan toan rui ro tir chién tranh dién tir
vO tuyén, cac nha khoa hoc dang phat trién cac
phuong thirc diéu huéng khong sir dung song RF.
Cong nghé laser dang ndi 1én nhu mot giai phap thay
thé an toan. Cam bién CyScan GeoLock ctia Wirtsild
sir dung tia laser do khoang cach va phuong vi dén cac
bd phan xa dugc tham chiéu dia ly. Thuat toan sé€ so
sanh mo hinh hinh hoc thu dugc véi ciu hinh da khao
sét dé xac dinh vi tri tau mot cach chinh xac tuyét déi
ma khong ¢ bt ky rii ro nao vé nhidu hay gia mao
tin hiéu. Hon nira, cac qudc gia nhu Phap va Trung
Qudc dang thir nghiém mang ludi giao tiép laser
khong gian - mit dat. Vi bang thong rong hon vi song
tir 10 dén 1000 lan va dic tinh truyén diém-diém, tia
laser cung cép do bao mat gin nhu tuyét doi, rat kho
bi danh chin hay phat hién, va hoan toan mién nhiém
v6i cac quy dinh phan bd tan sé v6 tuyén hién tai.

Cubi cung, dinh cao cua sy phat trién PNT la Dinh
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vi Luong to (Quantum Navigation). Cong ty
SandboxAQ ctia My dang phat trién hé¢ théng AQNav
két hop Tri tué Nhan tao (AI) v6i cac cam bién lugng
tir siéu nhay. AQNav hoat dong bang cach do ludng tir
truong ¢ 16p vo Trai Dat - mot tin hiéu thy dong, déang
tin cay va khong thé bi thao ting. Cong nghé nay cung
cép kha nang diéu hudng thoi gian thuc & cac khu vic
bi tir chdi GPS, mang lai kha ning phuc hdi 100%
hoan toan ddc lap véi vé tinh va khong thé bi anh
huéng béi bat ky hinh thirc gay nhiéu hay gia mao nao.
Tom lai, khong c6 mot gidi phap cong nghé¢ don 1¢
nao c6 thé giai quyét toan dién moi 16 hong ctia GNSS.
Giai phap t6i uu cho sy an toan ciia nganh hang hai
nam & viéc xay dung mot kién trac phong thu theo
chiéu sau. Sy két hop da tang giita cac nguon dit liéu
PNT (GNSS, STL, eLoran, Quan tinh, Laser, Lugng
tr), ciing véi cac thuat toan phat hién bat thudong va
cong nghé dng-ten tién tién, s& dam bao ring ngay ca
khi mot hodc nhiéu diém bi tAn cong, tau thuong mai
va quan sy van c6 thé duy tri hoat dong an toan va
hiéu qua trén cac viing bién qudc té.
5. Két luan

Trong bdi canh cac cudc tin cong khong gian
mang nham vao nganh vén tai bién qudc té ngay cang
gia ting vé ca s lwong 1an mirc d6 tinh vi, viéc chi
phu thudc vao GNSS lam nén tang dinh vi va diéu
hudéng da khong con dam bao mirc do an toan tuyét
dbi. Cac 16 héng vat 1y cb hiru cia GNSS trude cac
méi de doa nhu gy nhidu va gia mao dit ra yéu cau
cép thiét vé mot su chuyén dich mang tinh chién lugc.
Dé giai quyét bai toan nay, nganh hang hai can khan
truong hudng t6i viéc xay dung mot hé thong PNT c6
kha nang phuc hdi. Khai niém nay doi hoi sy hop nhét
giita nén tang coéng nghé PNT truyén thong véi cac
cong nghé phi truyén thdng va céng nghé méi ndi,
nham khic phuc cac khoang trong vé do chinh xéc,
tinh san sang va tinh on dinh, tir 36 dam bao sy an toan
cho céac hoat ddng mang tinh séng con trén bién.

Dé hién thuc hoa va duy tri duoc nén tang PNT ¢6
kha ning phuc hoi nay, su két hop dong b giira quan
tri rai ro an ninh mang va d6i méi cong nghé 1a yéu tb
tién quyét. Trude tién, cac bén lién quan can tuan thi
nghiém ngat viéc danh gia rii ro an ninh mang thudng
xuyén va thiét 1ap cac ké hoach tmg phé su cb bai ban
(tuan theo céc tiéu chuan cbt 16i nhu Nhan dang, Bao
vé, Phat hién, Phan hdi va Phyc hdi) nhim dam bao
kha nang duy tri hodc khéi phuc hoat dong khi hé
thong bi xAm pham.

Tht hai, viéc &p dung nhanh chéng cac giai phap
cong nghé tién tién va mang tinh dot pha s& dong vai
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tro 1a "chia khoa" phong vé toi wru. Pién hinh c6 thé
ké dén nhu: nang cip hé thong tin hiéu ma hoa khang
nhidu manh m& nhu M-code; trién khai cac hé théng
cam bién quang hoc laser cung cép tham chiéu vi tri
hoan toan doc 1ap va khong bi anh hudng bdi can thiép
vO tuyén; va dac biét 1a cong nghé dinh vi luong ti,
mot giai phap tiém ning cho phép diéu huéng theo
thoi gian thuc tai cac khu vyc bi tir chéi tin hiéu vé
tinh, tao ra mot nang luc khang nhidu va chdng gia
mao tuyét dbi.

Tyu trung lai, sy két hop gilta cac nguyén téc
phong thii theo chiéu sau trong quan tri an ninh mang
va cac giai phap dinh vi thé hé méi s& 1a cdu truc bao
vé toan dién nhat. Chi khi xay dung dugc mdt khung
nang lyc nhu vay, nganh hang hai méi cé thé bao vé
an toan cho tau thuyén, thuyén bo, hang héa va dam
bao tinh lién tuc, khong bi gian doan ciia chudi cung
g giao thwong toan cau trudc cac mdi de doa trong
ky nguyén chién tranh dién ti.
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