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Tém tit

Nganh logistics hién dai dang doi mdt véi cdc
thach thirc vé s thiéu minh bach, chi phi trung
gian cao va khé khan trong viéc gidi quyét tranh
chdp khi giao hang tré han. Nghién ciru nay dé
xudt va trién khai mét ving dung phi tdp trung
(Decentralized Application - DApp) quan Iy hop
dong logistics trén nén tang Blockchain Ethereum
(mang thie nghiém Sepolia). Hé thong sir dung
kién triic lai (Hybrid Architecture) két hop giita
Blockchain dé xit Iy thanh todn hodc logic nghiép

processing and IPFS for decentralized record
storage. A novel feature of this research is the
integration of "Smart Escrow" and "Automated
Penalty" mechanisms directly within the Smart
Contract. Experimental results demonstrate that
the system ensures data integrity, fully automates
the payment process based on actual delivery
status, and accurately handles delivery deadline
violations without third-party intervention.

Keywords:  Blockchain,  Ethereum, smart
contract, IPFS, Logistics, automated Penalty.

vu va IPFS dé lwu triv ho so phi tdp trung. Diém 3
1. M6 dau

Nganh logistics 13 xwong sdng cua thwong mai
toan cau, nhung hi¢u sudt cuia nd bi can tro boi cac
quy trinh duya trén gidy to, thiéu minh bach va chi phi
giao dich cao [3]. Viéc st dung cac bén trung gian
(ngén hang, cong ty giam dinh) lam tang do phuc tap
va nguy co gian lan.

méi ciia nghién citu la viéc tich hop co ché "Ky
quy thong minh" (Smart Escrow) va "Phat vi pham
tw dong" (Automated Penalty) ngay trong hop
dong théng minh (Smart Contract). Két qua thirc
nghiém cho thdy hé thong dam bdo tinh todn ven
dir liéu, tw dong hoa hoan toan quy trinh thanh
todn dya trén trang thdi giao hang thue té va xir
Cong nghé Blockchain, véi déc tinh phi tap trung,
bat bién va bao mat cao, di ndi 1én nhu mét giai phap
dot pha. Pic biét, hop dong thong minh (smart
contract) cho phép tu dong hoa cac didu khoan hop
ddng ma khong can sy tin tudng gitra cac bén, day 1a
mot tmg dung then chdt trong viéc chuyén doi sd
nganh logistics [4]. Cac nghién ctru gan day da tap
trung vao viéc danh gia hiéu sudt ciia cac nén tang
Blockchain khac nhau nhu Ethereum va Hyperledger
Fabric trong viéc xir Iy cac hop dong vén tai [3].

ly chinh xac cac truong hop vi pham thoi gian cam
két ma khéng can sw can thiép ciia bén thik ba.
Tir khoa: Blockchain, ethereum, hop dong théng
minh, IPFS, Logistics, phat tw dong.
Abstract
The modern logistics industry faces challenges
regarding lack of transparency, high intermediary
costs, and difficulties in resolving disputes over
late deliveries. This study proposes and
Mic du di c6 nhiéu nghién ctu ung dung
Blockchain trong logistics, nhung hau hét chi dimg &
viée truy xudt ngudn gbe. Viéc tich hop co ché 'Ky
quy thong minh' va tw dong trir tién phat khi giao hang
tré tryc tiép vao Smart Contract van l1a mot khoang
tréng 16n chua dwoc giai quyét triét dé. Do do, muc

implements a decentralized application (DApp)
for logistics contract management on the
Ethereum Blockchain (Sepolia testnet). The
system employs a Hybrid Architecture combining

Blockchain for payment or business logic
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tiéu clia nghién ctru nay 1a thiét ké va xay dung mot
hé thong DApp hoan chinh, cho phép cac bén (Khach
hang, Nha van chuyén, Nguoi nhan) tham gia ky két
hop dong s6. Hé théng tap trung giai quyét bai toan tu
dong hoa thanh toan va xwr Iy phat vi pham khi giao
hang cham tré thong qua hop ddng thong minh, dong
thoi toi wu hoa chi phi lwu trir dit liéu bang cong nghé
IPFS.

2. Co s¢ 1y luin va téng quan nghién ciru

2.1. Co so'ly ludn

a) Céng nghé Blockchain va Hop dong théng minh
(Smart Contract)

Blockchain 1a mot cong nghé so cai phén tan, cho
phép ghi lai cac giao dich mot cach an toan, minh bach
va khong thé thay doi ra soat dir liéu sau khi di dwoc
xac nhan. Mang lud¢i Ethereum, dugc Vitalik Buterin
gidi thiéu [1], d@ m& rong kha nang cia Blockchain tir
vi€c chi luu trir gia tri tai chinh sang viéc thuc thi cac
doan ma lap trinh thong qua Hop ddng thong minh
(Smart Contract). Hop dong théng minh 1a cac
chuong trinh tu thuc thi khi cac diéu kién thoa thuan
trude duoce dap Gmg, gitp loai bo su can thiét cia bén
th ba trung gian, qua d6 giam thiéu do tré va chi phi
giao dich.

b) H¢ théng lvu triv phi tdgp trung IPFS
(InterPlanetary File System)

IPFS 1a mot giao thirc mang ngang hang (P2P)
ding dé Iuu trit va chia sé dit lidu trong mot hé thong
tép phan tan [2]. Khac véi giao thie HTTP truyén
théng dinh vi tép dua trén dia chi may chu, IPFS dinh
vi tép dua trén ndi dung (Content-addressed). Khi mot
tép duoc tai 1én IPFS, n6 s€ dugc bam (hash) thanh
mot chudi ky tu duy nhét. Trong ngit canh ctia DApp,
viéc Iuu trir toan bd van ban hop déng kich thudc 16n
tryc tiép 1én Blockchain (On-chain) 14 khong kha thi
do chi phi Gas khéng 156. Do d6, mé hinh luu trit lai
(Hybrid Storage) két hop giita viéc luu trit tép tin trén
IPFS (Off-chain) va chi luu trit ma bam (Hash) trén
Blockchain duoc xem 1a giai phap tdi wu.

¢) Hop dong nganh Logistics va co ché xit Iy vi pham

Trong nganh logistics truyén thong, hop dong van
chuyén thuong dua trén gidy to va doi hoi sy tin tudng
1an nhau hoic phu thudc vao cac td chirc trung gian
(nhu ngén hang, cong ty bao hiém) dé giai quyét thanh
toan va xir ly vi pham (vi du: Giao hang tré). Qua trinh
nay khong chi ton thoi gian ma con dé phat sinh tranh
chap. Viée s6 hoa hop dong logistics bang Blockchain
cho phép tich hop co ché "Ky quy thong minh" (Smart
Escrow), trong do tién thanh toan dugc khoa an toan
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trén mang ludi va chi dugc giai ngan dua trén bang
chimg giao hang thyc té.

2.2. Tong quan nghién civu

Ung dung Blockchain trong quan 1y chudi cung tmg
va logistics da thu hut sy cha y 16n tir gidi hoc thuat
trong nhitng ndm gan day. Trén binh dién qudc té, cac
nghién ctru cia Salah va cong su [3], cling nhu Saberi
va cong su [4] dd ching minh tiém ning ctia hop dong
thong minh trong viéc nang cao tinh minh bach, bao
mét va truy xuat ngudn gdc trong chudi cung tmg.

Tai Viét Nam, viéc nghién ciu ung dung
Blockchain trong logistics ciing dang budc dau duoc
quan tam. Lé Thi My Ha va Nguyén Quyét Thang [5]
da chi ra cac nhéan t6 can try img dung cong nghé nay
tai cac doanh nghiép logistics trong nudc, chu yéu dén
tir rao can chi phi va sy phirc tap vé cong nghé. Cac
cong trinh cia Nguyén Thi Viét Nga [6], Nguyén
Thanh Hiing [8] va Nguyén Thi Thom [9] ciing dong
thuan rang Blockchain 1 chia khoa dé giai quyét bai
toan minh bach, giam thiéu rui ro gian 1an va nang cao
hiéu suat chudi cung ng. M&i ddy, mot sb nghién ctru
nhu ciia Bui Thi Minh Thu [7] d3 bét dau dé cap dén
kha nang ty dong hoa viéc ra quyét dinh trong hop
dong thong minh logistics.

Khoang tréng nghién ctru: Qua qua trinh tong
quan tai liéu, co thé théy hau hét cac nghién ctru hién
nay (ca trong va ngoai nudc) chii yéu tap trung vao
viéc str dung Blockchain dé truy xudt ngudn gdc hang
hoéa (Traceability) hoac ding ¢ muc d6 phén tich
khung 1y thuyét co ban. R4t hiém cong trinh di sdu vao
viéc thiét ké mot kién trac hé thong lai (Hybrid) hoan
chinh, dic biét 1a viéc tich hop truc tiép co ché Ky quy
(Escrow) va thuat toan Phat tu dong (Automated
Penalty) khi giao hang tr& han vao ma ngudn ctia Hop
dong thong minh trén nén tang mang thir nghiém thyc
té (nhu Ethereum Sepolia).

Nhan thdy khoang tréng nay, nhém nghién ciru da
thyc hién nham muc dich cu thé hoa mot DApp quan
1y hop dong logistics phi tap trung, giai quyét triét dé
bai toan tw dong hoa thanh toan va xir 1y tranh chip
thoi gian giao hang ma khong can sy can thiép clia con
nguoi hay toa an trung gian.

3. Thiét ké hé théng va phwong phap thuc
nghiém

Hé théng dugc xdy dung dua trén mo hinh tng
dung phi tép trung (DApp) vai 3 16p chinh [4]:

- Lop Blockchain (On-chain):

+ St dung mang ludi Ethereum Sepolia dé trién
khai cac hop dong thong minh.
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+ Mo hinh hop dong: Sir dung thiét ké Factory
Pattern. Hop ddng AgreementFactory chiu trach
nhiém tao ra cac hop dong con EscrowAgreement
riéng biét cho tirng don hang, dam bao tinh biét lap va
an toan tai chinh.

+ Co ché Escrow va Penalty: Hop dong tu dong
khoa tién ctia nguoi giri khi khéi tao. Khi ngudi nhan
xé4c nhan, hop ddng sé& so sanh thoi gian thyc té véi
thoi han cam két. Néu tré han, hé théng ty dong trur
tién phat tra lai cho nguoi giri trude khi thanh toan
phﬁn con lai cho nha van chuyén.

- Lép luu trir phi tap trung (IPFS): Str dung IPFS
thong qua dich vu Pinata dé luu trit cac file tai lidu
hop dong (PDF, hinh anh) nhiam giam chi phi Gas trén
Ethereum. Chi ma bam (Hash) cua file duoc luu trén
Blockchain dé xac thuc tinh toan ven.

- Lop ung dung:

+ Frontend: X4y dung bang React]S va Tailwind
CSS, tich hop thu vién Ethers.js dé két ndi vi
MetaMask. Giao dién cung cip Bang diéu khién
(Dashboard) phan quyén cho 3 vai tro: Nguoi tao
(Client), nha van chuyén (Provider), nguoi nhan
(Receiver).

+ Backend: Xay dung bang Node.js/Express va
MongoDB. Backend dong vai tro 1a mét "Event
Listener" (B0 léng nghe su kién), tu dong déng bo hoa
dit liéu tir Blockchain vé co so dir liéu dé phuc vu viée
tra ctru va hién thi danh sach hop déng nhanh chong [5].

—
—_— o — ~—
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Transaction record stored in a block

Blockchain / Ledger

Hinh 1. M6 hinh qudn 1y hop dong thong minh trén
Blockchain

Phuwong phap thuc nghiém

Dé danh gia tinh kha thi va d6 chinh xac cua cac
didu khoan thong minh (ddc biét 1a co ché phat vi
pham), chung t6i da trién khai hé théng hoan chinh

trén mang thtr nghiém Ethereum Sepolia thay vi moi
truong gia 1ap cuc bd, nhim mé phong sat nhét voi
moi truong thuc té.

a) Thiét lgp thir nghiém

Thir nghiém h¢ thong gdm cac thanh phan sau day:

- Mang Blockchain: Str dung Ethereum Sepolia
Testnet. Dy 1a moi truong cong khai cho phép kiém
chimg d¢ tré va chi phi Gas thyc té.

- Frontend: Ung dung web x4y dung bing ReactJS,
tich hop thu vién Ethers js dé giao tiép vai vi dién tu.

- Backend: May chii NodeJS két hop co s dit liéu
MongoDB dé ling nghe su kién tir Blockchain va
ddng bo dit liéu thoi gian thuc.

- Luru trit: str dung IPFS (théng qua dich vu Pinata) dé
Iuu trit phi tap trung céc tai liéu hop dong.

- Tai khodan thir nghiém: Str dung vi MetaMask véi
ba tai khoan dai dién cho 3 vai trd trong chudi cung
ung: Khach hang, Nha van chuyén, Nguoi nhan.

b) Kich ban thw nghiém

Nghién ctu tap trung thtr nghiém kich ban "xtr ly
vi pham thoi gian giao hang" dé kiém chig logic tu
d6ng héa ciia hop dong théng minh.

Kich ban: Nha van chuyén giao hang cham hon
thoi gian cam két.

- Quy trinh thuc hién:

+ Khach hang (Client) tao hop dong véi muc ky
quy V (ETH), thoi han giao hang Tgeaaiine va muc phat
vi pham P (ETH).

+ Nha van chuyén (Provider) chép nhan va thuc
hién van chuyén.

+ Nha van chuyén (Receiver) xac nhan "Pa nhan
hang" tai thoi diém thuc t& Tiwa a0 cho Tuena >
Titeadiine-

- Co ché xtr 1y cua Smart Contract:

+ Hop ddng tu dong so sanh Tuena VA Taeadiine.

+ Phét hién vi pham Tuenar > Tieadiine thi hop ddng
s& kich hoat diéu khoan phat.

+ Tu dong chuyén s6 tién thuc nhan (V-P) cho
Provider.

+ Ty dong hoan tra s tién phat P vé vi caa Client.

¢) Két qua danh gid

Két qua thyc nghiém trén mang Ethereum cho thay
hé théng hoat dong chinh xac theo logic da thiét ké:

- Tinh chinh xac: 100% cac giao dich vi pham thoi
gian d&u bj trir tién phat chinh x4c. S du trong vi cua
cac bén tham gia dugc cdp nhat tu dong ngay sau khi
khéi (block) dugc xac nhan.

- Tinh minh bach: Toan bd lich st trang thai (tao,
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chép nhén, giao hang, thanh todn hoac phat) déu duoc
ghi lai trén Blockchain va c6 thé tra ctru cong khai
thong qua ma hop dong.

- Hiéu nang: Thoi gian xt 1y trung binh cho mét
giao dich xac nhan va thanh toan trén Ethereum dao
dong tir 12-15 gidy, dap tmg tét yéu cau cua mot hé
thong quan 1y hop dong khong doi hoi thoi gian thyc
qué khit khe.

4. Két qua thyc nghiém va théo luan

Thay vi tap trung vao sd liéu chiu tai gia lap,
nghién ctru nay tap trung kiém chimg tinh dung dén
cua logic nghiép vu trén mang ludi thyc nghiém
Ethereum Sepolia Testnet.

4.1. Trién khai hé théng

H¢ théng da duoc trién khai thanh cong vdi cac
thanh phan:

- Smart Contract: Da deploy 1én mang Sepolia
Testnet. Hop dong Factory c6 kha ning tao ra cic ban
hop ddng Escrow riéng biét cho timg giao dich.

- DApp Interface: Giao dién Web (React]S) cho
phép nguoi ding két ndi vi MetaMask, twong tac truc
quan v6i Blockchain ma khong can hiéu vé code.

- Backend Listener: May cht Node.js hoat dong
6n dinh, bit duge su kién tir Blockchain véi do tré
trung binh 15-30 gidy (thoi gian xac thuc khdi trén
Ethereum) va dong bd vé co sé dir 1iéu MongoDB.

4.2. Quy trinh nghiép vu chi tiét

Quy trinh nghiép vu ciia hé théng duoc thiét ké
theo moé hinh 3 16p (Blockchain, IPFS, Web
Application) v6i su tham gia cua ba tac nhan chinh:
Khach hang, Nha van chuyén, va Ngudi nhan. Quy
trinh tich hop cong nghé ma QR dé dinh danh kién
hang va Smart Contract dé tur dong héa thanh toan.

Bude 1: Khéi tao va Két néi (Initialization)

+ Ngudi ding truy cip vao DApp va thyc hién két
nbi vi dién tir (MetaMask) thong qua thu vién
Ethers.js. Hé thong xac thyc dia chi vi va phan quyén
dya trén vai tro da dang ky.

+ D@ li¢u phién lam viéc duogc déng bo tu
Blockchain v& co so dit liéu MongoDB théng qua
Backend Listener dé hién thi Dashboard.

Bude 2: Tao Hop dong va Ky qup (Contract
Creation & Escrow)

+ Nhap li¢u: Khach hang nhap théng tin don hang
(loai hang, trong lwong, diém di/dén) va tai 1én tai liéu
hop ddng phap 1y (PDF/Anh).

+ Luu trit IPFS: Hé thdng tai tai liéu 1én IPFS (qua
Pinata), nhan vé mi bam (IPFS Hash).
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+ Trién khai Smart Contract: Khach hang xac nhan
giao dich trén vi MetaMask. AgreementFactory s€ tao
mot hop dong EscrowAgreement méi chita ma bam
IPFS, thoi han giao hang (Teadiine) va murc phat (P).

+ Ky quy: Pong thoi, Khach hang gui s6 tién thanh
toan (V) vao Smart Contract. S& tién nay bi khoa
(Escrow) cho dén khi c6 két qua giao hang.

+ Tao ma QR: Sau khi hop déng duoc tao thanh
cong trén Blockchain, h¢ théng tu dong tao mot ma
QR chira ContractAddress va TrackingID. Ma QR
nay duoc in ra dé dan lén kién hang, phuc vu viéc
tra ctru nhanh.

Bwoc 3: Van chuyén va Cdp nhdt trang thdi
(Shipping & Tracking)

+Nha van chuyén quét ma QR trén kién hang hodc
truy cap Dashboard dé xem chi tiét hop dong.

+Nha van chuyén xac nhan "Chép nhan don hang"
trén Blockchain. Trang thai hop ddng chuyén sang
IN_PROGRESS.

Bucc 4: Xac nhan Giao hang va Xv ly Ty dong
(Delivery & Automated Settlement)

+ Khi hang dén noi, Nguoi nhan kiém tra hang hoa
va thyc hién xac nhin "Pa nhén hang" trén DApp.
Hanh dong nay ghi lai thoi gian thuc t& (Taeua) 1én
Blockchain.

+ Logic Xu ly ciia Smart Contract:

+ Hé thong s0 sanh Taewar VOi Taeadine.

+ Trudng hop 1 (Pung han): Néu Tuna <= Tieadtine,
Smart Contract chuyén toan bo sb tién V cho Nha van
chuyén.

+ Truong hop 2 (Tré han - C6 phat): Néu Toena >
Tieadiine, Smart Contract kich hoat co ché phat tur dong.

+ Hoan tra tién phat P vé vi Khach hang.

+ Chuyén phan con lai (V - P) cho Nha van chuyén.

+ Trang thdi hop dong cép nhat thanh
COMPLETED hoac
COMPLETED WITH_PENALTY.

4.3. Kiém chitng va ddnh gid hi¢u qud hé thong

a) Pdnh gid trai nghiém nguoi ding cudi

Sau day la nhiing trai nghiém ngudi dung cubi:

i) Tinh tryc quan va dé sir dung cia Giao dién
nguoi dung dugc thiét ké theo hudng tdi gian
(Minimalism), tp trung vao cac ludng nghiép vu
chinh. Cac thuat nglr ky thuat phtc tap cua
Blockchain (nhu Gas limit, Nonce, Bytecode) dugc 4n
di hoac giai thich don gian hoa.

Nguoi dung ¢6 thé dé dang theo doi trang thai ctia
cac hop dong van chuyén thong qua Dashboard trung
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tam. Nhu thé hién ¢ Hinh 2, cac trang thai hop dong
(nhu Pang chd, Pang van chuyén, Hoan thanh, Da huy)
duoc mi hoa bang mau sic rd rang, gitp nguoi didu
phéi d& dang nhan biét cac don hang can xir Iy gip.

Hinh 2. Giao dign quén Iy danh sich hop dong va

trang thdi vin chuyén theo thoi gian thyc

ii) Tuong tac v6i Vi dién tir va Phan hdi hé thong
Mot trong nhiing rao can 16n nhat cua cac ing dung
phi tap trung 1a do tré giao dich. DPé cai thién trai
nghiém nay, hé thng tich hop co ché thong bao trang
thai (Toast Notifications) ngay lap tirc khi nguoi dung
ky giao dich trén MetaMask.

Khi Nguoi van chuyén xac nhan giao hang hoic
Nguoi giri yéu cau bdi thuong, hé théng s& hién thi
cac budc xac thuc 16 rang. Hinh 3 minh hoa qua trinh
hé thdng phan hdi sau khi Smart Contract xir 1y thanh
cong logic nghié€p vu (vi du: Mo khoa tién coc hodc
trir tién phat). Thoi gian tir lac nguoi dung bam nut
dén khi nhan thong bao hoan tit trung binh khoang
15-20 gidy (tiy thudc vao toc do dao block), nim
trong ngudng chip nhan dugc cia ngudi ding ddi voi
cac giao dich tai chinh quan trong.

iii) Két qua khao sat so b Qua khao sat nhanh véi
20 nguoi ding thir nghiém, 90% danh gia hé thong
mang lai sy yén tdm cao hon so voi phuong thic
truyén théng nhd tinh ning minh bach sé du ky quy.
Mic du thao tac cai dit vi ban ddu con la 1dm véi mot
s6 nguoi ding, nhung quy trinh tao va quan 1y hop
ddng duogc danh gia 1a truc quan va dé ndm bét sau 1-
2 lan sir dung.

b) Phan tich chi phi gas

Pay 1a két qua quan trong nhét ctia nghién ctru.

Kich ban thir nghiém nhu sau:

- Thiét 1ap: Ngudi giri tao hop dong tri gia 0,001
ETH, mttc phat vi pham 1a 0,0001ETH, véi thoi han
giao hang (Deadline) da qua.

- Thuc hién: Nha van chuyén chép nhan va hoan
thanh don hang sau thoi han quy dinh.

- Két qua ghi nhan:

+ Khi Nguoi nhan bam xac nhan, Smart Contract
da ty dong phat hién block.timestamp >
deliveryDeadline.

+ Hé théng ty dong chia tach dong tién:
0,0009ETH duoc chuyén cho Nha van chuyén, va
0,0001ETH (tién phat) duoc hoan tra ngay lap tic vé
vi Nguoi gui.

+ Trang thai hop dong trén giao dién cép nhat thanh
"Pa thanh toan (Co phat vi pham)".

Két lugn: Co ché phat tr dong hoat dong chinh xac,
loai b6 nhu ciu tranh chip thu cong giita hai bén.

Pon vi tinh toan dya trén gia Gas trung binh tai
thoi diém thir nghiém (vi du: 20 Gwei).

00:01
«Camera

@ SupplyChain Track

© Tién d6 thyc hién
L]
Khéi tao hdp déng

Hoan thanh

Hinh 3. Giao dién twong tdac xdc thwe giao dich va
thong bdo két qud tir h¢ thing

4.4. Hiéu qua cvia gidi phadp lai

Viéc tich hop IPFS dé luu trir vin ban hop dong
thay vi Iuu tryc tiép 1én Blockchain da gitip giam chi
phi Gas déng ké.

- Luu trit On-chain (Truyén thong): Viéc luu toan
bd ndi dung van ban PDF 1én Ethereum sé& ton hang
triéu don vi Gas, chi phi khong kha thi.
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Bing 1. Chi phi Gas va mirc dj tiéu thy tai nguyén trén nén ting Ethereum

Chire nang R . Chi phi Gas wéc tinh Chi phi twong
. Mo ta hanh dong .

(Function) (Gas Unit) dwong (USD)
Deploy Factory  Trién khai hop dong gbc ~1,500,000 Cao (chi 1 lan)
Create Tao hop ddng con + Luu Hash .

L ~180,000 - 250,000 Trung binh
Agreement IPFS + Ky quy ETH
. Goi ham xac nhan, kiém tra thoi .
Confirm Delivery | . N ~60,000 - 80,000 Thap
gian va chuyén tién

Penalty Xu ly logic phat va thuc hién giao .

. ) L ~90,000 - 110,000 Trung binh
Execution dich chuyén tién

- Luu trit Off-chain (D& xuét): Hé thng chi luu ma
bam (Hash - 32 bytes) cua file trén Blockchain. Chi phi
Gas cho viéc tao hop dong duy tri & muc thap va on
dinh, trong khi vin dam bao tinh toan ven di liéu (file
khong thé bi sira d6i ma khong lam thay d6i Hash).

- V& mat an toan thong tin khi trién khai thuc té,
mic di IPFS giup hé théng chéng lai rai ro 161 may
chu cuc bg (Single Point of Failure), nhung dit liéu
trén mang IPFS cong cong c6 thé bi truy cap boi bat
ky ai c6 mad bam (Hash). Do d6, ¢¢ dam bao bao mat
cho céc tai liéu hop dong thuong mai nhay cam, hé
thng s& yéu ciu mi hoa tai lidu (vi du: Thuat toan
AES-256) trudc khi tai 1én IPFS. Smart Contract chi
luu trir ma bam cua tép da ma hoda, va chi nhiing dia
chi vi ciia Khach hang va Nha van chuyén tham gia
hop dong méi dwoc cép khoa giai mi, dam bao an toan
thong tin tuyét doi.

4.5. Théo lugn vé rii ro phdp Iy va gidi quyét
tranh chap

V& khia canh phép 1y, Luat Giao dich dién tir cua
Viét Nam da budc dau cong nhén gia tri cia hop dong
s0. Tuy nhién, khung phap 1y riéng cho Hop dong
thong minh (Smart Contract) van dang trong qua trinh
hoan thién. Viéc hé théng tuy dong trir tién phat dya
trén thuét toan can su déng thuén trude cua cac bén
thong qua mét thoa thudn dan sy ngoai doi thue (Oft-
chain agreement). Trong truong hop xay ra tranh chap
phirc tap vurgt ngoai logic ciia ma ngudn, moi lich st
giao dich bat bién dugc luu trén Ethereum s& dong vai
tro 1a nguén ching ctr dién tir minh bach, khong thé
chdi bo, hd trg dic luc cho cic co quan tai phan giai
quyét tranh chép.

5. Két luan va huéng phit trién

Nghién ctru dd x4y dung hoan thién mot hé thong
quan Iy hop dong Logistics phi tap trung dwa trén cong
ngh¢ Blockchain Ethereum va IPFS. Cac dong gop
chinh cuia nghién ciru bao gdom:

+ Thiét ké kién tric hé thong lai Hybrid két hop
gifra sttc manh bao mat cia Blockchain va tde do cua
co so dit liéu truyén thong MongoDB.

+ Phat trién thanh cong Smart Contract v6i co ché
Factory Pattern giup quan ly riéng biét ting don hang
va co ché Escrow tu dong gitip dam bao an toan tai
chinh cho cac bén.

+ Giai quyét bai toan "giao hang trd" bang thuat
toan phat ty dong dua trén thoi gian thuc cla
Blockchain, ting tinh minh bach va trach nhi¢ém cua
nha véan chuyén [5].

Mac du hé théng da hoat dong 6n dinh trén mang
thir nghiém, nhom tac gia d& xuat mot sb hudng phat
trién dé dwa san pham vao thuc té:

+ Tich hop IoT Oracle: Thay vi dé nha vén chuyén
cap nht trang thai thu cong, hé thdng c6 thé tich hop
v6i céc thiét bi GPS/Cam bién IoT. Dit liéu vi tri va
nhiét d6 s€ dugc tu dong giri 1én Smart Contract thong
qua Oracle dé kich hoat thanh toan hozc phat néu hang
hoéa bi héng hoc.

+ Xay dung co ché chdm diém uy tin cho cac nha
van chuyén dua trén lich st hoan thanh hop déng duoc
luu vinh vién trén Blockchain.

Loi cam on

Nghién ctru nay duoc tai trg bdi Truong Dai hoc
Hang hai Viét Nam trong dé tai ma sd: SV25-26.39.
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